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Abstract 
Security is an important issue in the actual educational context where e-learning increases in popularity and more and more 
people are taking online courses. There are many important elements that must be taken into account: authentication, access 
control, data integrity, content protection, etc. Information security can be obtained using methods such as cryptography and 
network protocols. In this paper we will highlight some key security issues that must be taken into consideration in developing 
and using an e-learning platform. We will also examine some security aspects of one of the most popular open-source e-learning 
systems: Moodle. 
© 2011 Elsevier Ltd.
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1. Introduction
E-learning facilitates and enhances the learning process through the use of devices based on computer and 
communications technology. E-learning covers a broad category of applications and processes, such as education via 
the Internet / Intranet (web based learning), education provided via computer (computer based learning), virtual 
classrooms and digital collaboration. The content is offered electronically through the Internet, Intranet, audio or 
video tapes, satellite, CD-ROM or DVD. Usually the e-learning term is understood as online education (web based 
learning) and online courses. Considering this aspect, the computer based learning process can be seen as an e-
learning component which does not require a continuous interaction with an instructor and other students.   
E-learning offers substantial advantages to companies and it is perfect adapted to specific and exact training in 
business. (Smeureanu & Isaila, 2008) 
E-learning is a form of distance learning because the participants and the instructor can reside in different 
locations, and the interaction is mostly asynchronous.  
Below are presented some characteristics of the e-learning systems: 
  the learning process takes place in a virtual classroom; 
  the educational material is available on the Internet and includes text, images, links to other online 
    resources, images, audio and video presentations; 
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  the virtual classroom is coordinated by an instructor who plans the activity of  the students, discusses 
    aspects of the course using a discussion forum or chat, provides auxiliary resources, etc; 
  the learning becomes a social process; a learning community is created through the interaction and 
   collaboration between the instructor and students; 
  most e-learning systems allow the activity monitoring of the participants, and some of them also 
   simulations, the work on subgroups, audio and video interaction, etc (Craciunas & Elsek, 2009). 
Due to the new trends in development of educational systems and the necessity of developing applications that 
can be accessed remotely, the security management of e-learning systems and the access control have attracted more 
and more the attention of researchers and web applications developers. 
Meeting the security requirements in an e-learning system is an extremely complex problem because it is 
necessary  to  protect  the  content,  services  and  the  personal  data  not  only  for  the  external  users,  but  also  for  the  
internal users, including system administrators. 
2. Basic security requirements 
The following basic security aspects should be met for e-learning platforms: authenticity, access control, 
confidentiality, integrity, availability, non-repudiation. 
A secure authentication is required to identify the user who will use the web application and to determine his 
access privileges. This mechanism prevents the attackers to access another user’s account, to view sensitive 
information or to perform unauthorized operations. Also, once authenticated, the user should have the possibility to 
change his password.  
Below are listed some good practices regarding authentication: 
  requiring re-authentication at specified time intervals; 
  enforcing the users to set only strong passwords (including some capital  letters, at least one number, 
  some special characters, etc); 
  implementing the access control based on roles. 
The access control is realized during the authentication time when the user is granted with all the necessary 
rights. In this way the user will perform in the system only his allowed operations. The role-based authorization
model is an approach of restricting the system access of unauthorized users; it allows groups definition, users 
inclusion in groups or even groups in another groups. This model allows a flexible and granular control of the rights 
of each user.  The permissions of performing certain operations are assigned to some specific roles (administrator, 
editor, instructor, student, registered user, unregistered user, etc). Staff members (or other system users) are assigned 
with particular roles, and therefore they acquire the permissions to perform particular system functions. Since the 
users doesn’t have the permissions directly assigned to them, but they only acquire them through their role (or 
roles), management of individual user rights becomes a matter of simply assigning appropriate roles to the user. 
The confidentiality of an e-learning system must be ensured through the access control to resources and by 
securing the transmission and the storage of the data.  
Integrity of  the  data  and  programs  is  a  very  important  subject  even  though  it  is  often  neglected  in  daily  life.  
Integrity means that only authorized subjects (i.e. users or computer programs) are permitted to modify data (or 
executable programs). Secrecy of data is closely connected to the integrity of programs and operating systems. If the 
integrity of the operating system is violated, then the reference monitor might not work properly any more. The 
reference monitor is a mechanism which insures that only authorized subjects are able to access data and perform 
operations. It is obvious that secrecy of information cannot be guaranteed if this mechanism that checks and limits 
access to data is not working. For this reason it is important to protect the integrity of operating systems in order to 
protect the secrecy of data itself (Edgar, 2005). The data replication through different sites represents a good 
security practice which helps to maintain the integrity. The replication process increases the security of the system 
and also improves the speed of data operations (Iacob, 2010). 
Non-repudiation means that users are not able to plausibly deny to have carried out operations. Let us assume 
that a teacher deletes his/her student’s exam results. In this case it should be possible to trace back who deleted them 
by using some log files. In addition, these log files must be reliable and tamper-proof. Auditing is the mechanism 
used to fulfill this requirement. Another countermeasure for non-repudiation is digital signature. 
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3. E-learning platform security 
In this section we will try to highlight some specific security issues of e-learning platforms. When it is 
implemented, an e-learning platform should be tested for external intrusion issues using methods like: 
  XSS (or Cross Side Scripting); 
  direct SQL code injection in the web page; 
  remote injection using a virus/trojan file; 
  sql injection in the site address (URL SQL injection); 
  perform different searches using search engines to retrieve personalized information about site: password, 
    username; 
  password cracking using decryption systems; 
  the web indexing of the site should not disclose security features like scripts, database address connection, 
    etc; 
  guessing the web site session id (session prediction). 
Cross Site Scripting (or XSS) is one of the most common application-layer web attacks. XSS commonly targets 
scripts embedded in a page which are executed on the client-side (in the user’s web browser) rather than on the 
server-side. XSS in itself is a threat which is brought about by the internet security weaknesses of client-side 
scripting languages, with HTML and JavaScript as the prime culprits for this exploit. The concept of XSS is to 
manipulate client-side scripts of a web application to execute in the manner desired by the malicious user. Such a 
manipulation can embed a script in a page which then can be executed every time the page is loaded, or whenever an 
associated event is performed. 
An XSS attack can be used to achieve the following malicious results: 
  accessing sensitive information; 
  identity theft; 
  altering browser functionality; 
  web application defacement; 
  denial of service attacks. 
To prevent such an attack, an e-learning platform designer can perform the following actions: 
  assure that the pages in the Web site return user inputs only after validating them for any malicious 
   code; 
  do not completely trust Web sites that use HTTPS (Secure Sockets Layer) when it comes to XSS; HTTPS 
    ensures secure connections, but processing of the data entered by the user is internal to the application.  
    If the application has XSS holes, the attacker may send a malicious script that can still be executed by the 
    application and lead to XSS intrusions; 
  convert all non-alphanumeric characters to HTML character entities before displaying the user input in 
    search engines and forums; 
  use testing tools extensively during the design phase to eliminate such XSS holes in the e-learning 
    application before it goes into use. 
SQL injection is a relatively simple type of attack, and can be avoided with strict adherence to some basic coding 
practices. Using this method, a hacker can pass string input to an application with the hope of gaining unauthorized 
access to a database. Hackers enter SQL queries or characters into the web application to execute an unexpected 
action that can then act in a malicious way. Such queries can result in access to unauthorized data, bypassing of 
authentication, or at the shutdown of a database even if it resides on the same web server or on a separate server. 
The most common methods to prevent this kind of vulnerability are: 
  checking the user's input for dangerous characters like single-quotes; 
  using prepared statements, which tell the database exactly what to expect before any user-provided data is 
    passed to it; 
  encrypting sensitive data; 
  ensuring that the error messages give nothing away about the internal architecture of the application or the 
    database. 
2692  Defta (Ciobanu) Costinela – Luminita / Procedia Social and Behavioral Sciences 15 (2011) 2689–2693
The SQL injection can be applied also for URLs, which can be modified by an attacker in order to access 
important information. To prevent this it is advisable to avoid sending important parameters in the URL. 
 Sessions are the way of saving the state and user specific variables across subsequent page requests. This is 
achieved by handing a unique and difficult-to-guess identity value (session id) to the browser (either in a cookie or 
the URL) which the browser submits with every new request (Przemek, 2007). The session is alive as long as the 
browser keeps sending the id with every new request.  Session Prediction means guessing a valid session id using 
various tools and methods (like brute force technique). The attack is possible when session id is weakly encrypted, 
too short or assigned sequentially. Sessions that do not expire on the HTTP server can allow an attacker unlimited 
time to guess or brute-force a valid authenticated session id and eventually gain access to that user's web accounts. 
Additionally,  a  session  id  can  be  potentially  logged and cached in  proxy servers.   When transmitted  via  an  URL 
parameter, GET requests can potentially be stored in browser history, cache and bookmarks. It can be also easily 
viewable then. 
To prevent issues regarding the session security, the following best practices should be followed: 
  session id should be adequately long and unpredictable; 
  check if the session id is valid; 
  check if the session id has been generated by the application (was not manually introduced by the user); 
  regenerate session id after a period of time or when the user privilege level has changed; 
  use only cookies to propagate session id; 
  avoid “remember me” option (persistent logins); 
  expire session on security error; 
  expire session after a period of inactivity; 
  remove session cookie when a session is destroyed. 
4. E-learning security case study – Moodle 
There are many open source e-learning systems that can be installed easily and have a wide community of users 
and developers. One of them is Moodle (current version is 2.0.1, see figure 1) which is also the mostly common 
used. We will examine below some security vulnerabilities of this platform. 
Moodle (Modular Object-Oriented Dynamic Learning Environment) is a software package which produces  
Internet-based courses are offering a good support for security and administration (Dobre, 2010). The source code is 
written in PHP language and the supported databases are MySQL and PostgreeSQL. It is a free web application that 
educators can use to create efficient online learning sites. 
Figure 1. – Moodle demo page 
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It has a powerful course management feature that covers creating lessons, assignments, quizzes, documents & more. 
There  are  various  modules  that  help  students  &  teachers  to  interact  with  each  other  like  chat,  forum,  survey  or  
workshop. 
The first design flaw of Moodle platform is related to the brute force attack.  A  brute  force  attack  consists  of  
trying  every  possible  code,  combination,  or  password  until  the  right  one  is  found.  This  kind  of  attack  may  be  
performed to guess the password or user name.  To guess the password, the user sends several requests to the web 
server with the blank cookie field so that the login failure count is reset to zero (Kumar & Kamlesh, 2011). To guess 
the user, a number of usernames are sent with an arbitrary password. Usually, if the response from the server is 
longer, the chances to guess the user are higher. To prevent this, Moodle added a password policy system (starting 
from version 1.9) which may be set up from: Administration > Security > Site policies. This issue may be resolved 
also using a captcha system in the login page. 
Another security problem may occur when a session hijacking attack is used. Session hijacking is the act of 
taking control of a user session after successfully obtaining or generating an authentication session ID.  
Session hijacking involves an attacker using captured, brute forced or reverse-engineered session IDs to seize 
control of a legitimate user's Web application session while that session is still in progress. The session is handled in 
Moodle by using two cookies: MoodleSession and MoodleSessionTest which can be intercepted because Moodle 
uses only SSL tunnels on the login service and a few administration services. This way, the HTTP requests are done 
in plaintext which may be intercepted and decoded. Once he gets the cookie, an attacker can use this data in its own 
HTTP request to take control of the target user session. The only way to prevent this is to use SSL protocol (Secure 
Socket Layer). The entire site should create SSL connections with its clients (for this the web server needs an SSL 
certificate). 
5. Conclusions 
In this paper we described some security aspects of e-learning platforms and particularly, we analyzed the most 
important issues of a well-known open source learning system, Moodle.  The development of the e-learning systems 
should be done using safety methods and internationally recognized standards. The system needs to implement 
security services such as authentication, encryption, access control, managing users and their permissions. The data 
transfer between the system and administrators or content operators should be done on encrypted SSL channels 
through the web administration interface. A secure learning platform should incorporate all the aspects of security 
without affecting too much the system performance. 
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